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Project Risk Management Guideline  

Version Approved by Approval date Effective date Next full review 

1.0 Director, Risk Management August 2021 August 2021 November 2022 

Guideline Statement 

Purpose 
The Project Risk Management Guideline articulates the project risk 
management methodology and responsibilities to be applied to UNSW projects 
and programs. 

Scope 

This Guideline applies to all projects managed by UNSW and its controlled 
entities. The Project Risk Management Guideline is part of the Project Risk 
Management Framework and supports the Project Execution Framework. The 
management of enterprise risks, including strategic and operational risks is 
outside of the scope of this document and is covered in the UNSW Risk 
Management Framework and related Risk Management Guideline. 

Are Local Documents on this 
subject permitted? 

☒ Yes, however Local Documents must be consistent with this 
University-wide Document. 

☐  No 
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1. Preliminary 

1.1. Commitment 
The University is committed to implementing effective identification and management of project risks to 
maximise project outcomes. This commitment is embodied in the Risk Management Policy and 
championed by our leaders.   

1.2. Overview 
Risk Management is a key enabler to pro-actively maximise project outcomes. It should reduce the need 
to reactively remediate issues and enhance our ability to leverage opportunities. The Project Risk 
Management Guideline is designed to align with the principles, objectives and requirements of the 
University’s Risk Management Framework and supports the consistent implementation of the Framework 
for projects. 

Projects may be initiated as key mitigants for existing portfolio risks, but projects also generate risks in 
their execution. These may arise due to the volume of process and system change, size of investment, 
timeframes, dependencies, internal and external factors and stakeholder expectations. 

Project risk management involves an iterative process of identifying and managing uncertainties in 
achieving the project deliverables, given the parameters of time, cost, scope, quality and benefits. It is 
applied throughout the project lifecycle and is an integral element of each lifecycle phase. If risks are not 
recognised and effectively managed, projects have the potential to result in failure, hence all projects 
should incorporate the appropriate management of risks into project methodology.  

1.3. Objectives and Benefits of Project Risk Management 
The objective of project risk management is to protect and create project value by understanding, 
managing and communicating project threats and opportunities. Effective risk management enhances 
decision-making to maximise outcomes by guiding priorities for resource allocation and actions to meet 
obligations. 

This Project Risk Management Guideline (the ‘Guideline’) provides a consistent process for managing 
project risks before they materialise into issues, reducing the uncertainty of project estimates and 
assumptions. See also the University’s Risk Management Framework and Risk Management Guideline 
for further information. 

2. Project Risk Management  

Risk management process 
The project risk management process adopts the ISO 31000 approach. It is 
a simple 6 phase approach to understanding the uncertainty inherent in a 
project. The application of this process to the Project context is outlined in 
this document drawing on the project management lifecycle.  In this 
manner project risk management forms part of the UNSW Project 
Execution Framework.  

The nature of tasks to be completed at each phase of the project is 
depicted in Figure 1.   

.
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Figure 1: Project Risk Management Framework Summary 
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2.1. Communicate & Consult  
 

Communication and consultation with stakeholders is an important element of each phase of a project. It promotes: 

• An understanding of stakeholders’ perception of uncertainty and how that may impact the project and benefits 

• A shared understanding of the scope and complexity of a project.  

 

 
Tips 

• The Project Manager facilitates consultation with sponsor and project team to identify relevant stakeholders and 
subject matter experts 

• Analyse and map stakeholders, considering their role in decision-making and approvals, interest, the user and or 
engagement dependencies and their expertise relevant to the project, to identify when and how to engage the 
stakeholders.  This is built into the project and change management plans (Project Management Plan) 

 

Apply to all phases:  

 

 

  

 

https://thenounproject.com/term/communicate/1995111
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2.2. Planning: Complexity and Criteria, Context and Scope,  
Planning how risk will be adopted throughout the project lifecycle enables a more efficient use of time and effort.  Four key elements are best 
considered at this time: Criteria and Complexity, Context and Scope 

Evaluating the complexity of a project guides the project manager on decisions relating the to nature of tools, including the rating criteria to be used, 
and the resourcing required to successfully manage risk. 

Based on a project’s complexity, the criteria by which the risks will be assessed, i.e. is the project large and enterprise wide vs moderate and localised can be 
selected.  These two activities are undertaken only at the concept phase and will remain constant throughout the lifecycle of the project.  

Clarifying the context of the risk assessment, i.e. Business Case vs Project Delivery, and confirming what is in scope for review are two key elements to ensure the 
risk assessment is captures salient risks.  Confirmation of context and scope is undertaken at the Concept, Initiate, Define and Closure phases.  It is not 
undertaken at the Deliver phase as it is the same context and scope as applied in Define. 

Tips 

• The complexity rating tool is simple and time efficient – It is a one-page questionnaire. The link: Project 
Complexity Matrix. 

• Criteria:  It is important to choose the rating criteria that enables the assessment of the risk to the project to be 
clearly identified.  If the project is small and the enterprise level criteria is used, the ability to see the material 
risks to the project will not clear.  A highly impactful and potentially likely risk for the project may only be rated 
low as this risk may not have a high impact for the University. 

• Context will be different at each of the four phases  

Concept: As the project is defined at a high level only, the context for evaluating risk is to understand the 
potential opportunity cost of progressing this project, the degree to which the project can address a known 
potential risk, UNSW’s familiarity with the product, subject matter or approach and key constraints from the 
internal and external environment.  Despite the high-level definition of the project, risks must be written to 
capture the specific nature of uncertainty for this project.   

• Initiate:  This is usually where the project team generate the business case. As such, project details and scope 
will be more specific.  This detail needs to be reflected in risks and control information.  Drawing on the concept 
phase risks, the risks will focus on the uncertainty in delivering suggested benefits, and elaborate on 
dependencies on people, third parties, equipment, concurrent and precursor projects and systems.  It will 
include scope, schedule and budget risks – but make these specific, broadly stated risks will not add value. 

• Define: The risk, throughout define and deliver phases, will be specific to the delivery of the project.  To ensure 
you are focusing on specific potential risks, link your risk to schedule. Remember, when a risk has occurred it is 
considered to be an issue.  Risk are situations/events that have the potential to disrupt the project scope, 
schedule, budget or benefits. 

• Closure:  At the end of the project, risks must be considered through the lens of the potential for an issue / event 
to impact the business operations and services.  It is important to engage the business in this phase as they will 
need to take ownership. 

Apply to the following 
phases:  

 
Complexity 
& criteria 
 

 
Context and Scope 

 

 

https://thenounproject.com/term/context/2276547
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2.3. Risk Assessment 
The Central Risk Unit will support you to navigate through the assessment.  Contact them on risk@unsw.edu.au and or visit the Risk Management Website. 

2.3.1. Risk Identification  
To effectively capture project risks a comprehensive view of project uncertainty is required.  To achieve this, the project team need to deeply 
understand what and how the project is to be delivered, the context for the risk review, and their own biases and those of stakeholders.    

Essential to risk identification is the need to keep the risk description specific to the project.   

Tips 

• Writing a great risk description:  Risks need to identify potential uncertainty in the project that will impact benefit 
realisation, budget, schedule and or scope.  The rule of thumb is that risks descriptions will include: 

o Causes or triggers  

o A risk event/ situation 

o An impact 

Examples: 

Competing workload priorities (Trigger) limit the engagement and availability of stakeholders throughout the 
requirement discovery (Risk Event) and increases the potential for omissions/errors in scope and schedule 
(Impact) 

Vendor capacity to address issues throughout user testing (Trigger) increases volatility for the ‘go live’ date (Risk 
Event) resulting in a flow on effect on schedule, resource allocation and cost. (Impact) 

• Should the risk event occur – it is considered a risk issue. 

• Sources of risk: When identifying risks, consider:  
o Critical Success Factions – ask: “what must go right, what can’t 

go wrong” 

o Project Deliverables – ponder on what are uncertain about 
delivering these, what has been a challenge for other similar 
projects? 

o Dependencies – what does the project need from others to 
succeed 

• To ensure appropriate accountability, it is best to have the owner of a risk a person who has accountability for 
the area. As compared to a control owner.  A control owner will be the person who has the responsibility for the 
control/process.  

• Appendix 1: Risk Source outlines potential sources of risk, related questions, examples of risks and suggestions 
for good practice. It is designed to stimulate thought and assist project managers  

Apply to all phases:  
 

 

Scope

Project 
Success

Schedule

Vendors & 
Third Parties

Int and Ext 
Resourcing

Business 
Stakeholder 
Engagement

PM discipline 
and support

Program and 
Business 
priorities

Sources of risk

Budget 
Management

Sector /Int or 
External 

Environment

mailto:risk@unsw.edu.au
https://thenounproject.com/term/assessment/4188
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2.3.2. Risk Analysis  
Risk analysis explores the characteristics of risks and related controls in order to rate risks and control effectiveness.  

The ratings include: 

• Current residual risk: Current residual risk is the level of exposure currently posed to UNSW factoring in the effectiveness of the current control 
activities.  As such current residual risk is a function of likelihood and consequence/impact ratings. 

• Control Effectiveness: this rating evaluates how the range of actions and undertakings modify the potential risk triggers and impacts. 

 

 
Tips 

• When rating likelihood and consequence it is important to base your perception of rating with the qualitative 
descriptors of the rating criteria. The link: Project Risk Criteria & Categories 

• When rating the current residual risk, draw on the Project Risk Criteria & Categories to ensure consistency in the 
rating of risk. The current residual risk assists in prioritising effort and resources.  Although not required, often 
the term inherent risk is used.  Inherent risk is the degree of exposure without the modifying effect of controls 

• When capturing controls, draw on the good risk description to ensure that controls associated with preventing 
the risk trigger from occurring or lessening an impact are listed and their effectiveness is evaluated.  To rate 
control effectiveness consistently, the criteria for evaluation is contained in the Project Risk Criteria & Categories 

• Rating Control effectiveness is not required to be included in the viability and business case templates contained 
in the concept and initiate phases respectively. 

Apply to all phases:  

 

2.3.3. Risk Evaluation  
Risk evaluation involves review of the current risk rating, the nature of controls and their effectiveness. This review supports the decision for further 
action.  Action options include: 

• Doing nothing more  
• Undertaking further analysis to better understand the risk 
• Maintaining existing controls 
• Considering additional options to treat the risk, or 
• Reconsidering the nature and framing of objectives 

 

 

 

https://thenounproject.com/term/analysis/2233193
https://thenounproject.com/term/balance/3014451
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Tips 

• In the concept and initiate phases, the determination of response is not relevant. Given the project is still seeking 
planning and approval, the number of existing controls will be less.  The focus will be on the nature of controls 
that are expected to be established to deliver. 

• A decision to ‘do no more’ needs to be based on the fact that the control effectiveness is such that no additional 
action will affect the risk rating or exposures, or the residual exposure is such that the cost to do more will 
exceed the current exposure. 

• Should a control effectiveness rating be well based or lower, it is expected that additional actions will be 
identified to refine an existing control or introduce a new control.  Note: Actions should be discrete tasks.  A 
statement such as ‘Ongoing monitoring’ is not an additional action. It becomes an action when the monitoring 
process requires an uplift or review.  

Apply to three phases:  
 

 

 

2.4. Manage Risk (Risk Treatment)  
 

The purpose of risk treatment is to identify and implement the necessary actions to limit either the likelihood or impact of a risk.  Although this task 
applies to all phases, the timeframe for implementing controls during the concept and initiate phases is short and will necessitate the transition of action 
and monitoring to subsequent phases. 

 

 
Tips 

• The options available to limit the likelihood of occurrence include: 

o Ceasing the activity that gives rise to the risk – avoid 

o Eliminating a risk source i.e. third party dependency. Be aware this action may give rise to it own source 
of risk 

o Modifying the environment to limit a trigger, e.g. Completing due diligence on third party supplier and 
their product, introducing clear and detailed SLA agreements, robust and tested requirements to build 
scope 

• The options available to limit an impact include: 

o Establishing insurance cover 

o Build in contingency to schedule, budget, single points of failure and dependence  

Apply to all phases:  
 

 

 

https://thenounproject.com/term/tasks/1123013
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2.5. Risk Recording, Reporting, Escalation and Governance  
Central to risk assurance is the guidance over the nature of and format for risks to be escalated to project and management boards, and Council.  To 
support this escalation the project risk methodology has a table that indicates what and when risks are escalated and the required timeframe by which 
the agreed actions are to be implemented.  

In addition to the above, the use of SME and central risk unit review of the risks and controls can reinforce the risk governance.  Where projects are 
rated by the project complexity matrix as high, the central risk unit will directly support the project. However, all viability, business case and project 
variation papers will be reviewed by the central risk unit, irrespective of their complexity.  

Risks are captured in the following manner: 

• UPO and ITPMO governed projects – Clarity, the Project Portfolio Management system.   

• All other, excel Project Risk & Issue Profile Template 

 

 
Tips 

• To ensure the information you capture is valuable, keep entries specific and validate that the nature of risk, and 
the intent of the mitigating actions are authentic and will maximise the effective management of the project. 

• When in doubt, reach out to the central risk unit for support 

• Open risks are to be included in reports.  Risks can only be closed when they no longer pose a potential impact 
to the project.   

• Risk reporting templates are still not consistent across the University.  It is important to verify the reporting 
format. 

• To ensure the escalation of risks are adopted, review Project Risk Criteria & Categories.   

Apply to all phases:  

 

 

2.6. Monitor and Review 
Monitoring and review of the risks and controls is essential to keeping risk information current and valuable.  This requires: 

• Monitoring changes to the external and internal environment, risk triggers, and implementation of additional controls and evaluation of their impact on 
current risk information and ratings. 

• Review of the impact due date of risks to ensure that the risk is still valid. 

 

 

 

https://thenounproject.com/term/review/2561679
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Tips 

• Tagging risks to schedule/critical path increases the authenticity of the risk and easily identifies when the risk 
can be closed or the conversion of a risk to an issue. 

• Monitoring risks through the use of key risk metrics will also help detect changes. 

• Although this task is relevant to all phases, the degree of change is often greater in the concept and initiate 
phases given information and details are still emerging. The pace of change will dictate the frequency and 
formality of review and update. 

 

Apply to all phases:  

 

 

2.7. Issues Management 
 

Issues are risks that have materialised. A key indicator of an issue is the realisation of the risk impact.  The priority to resolve an issue will be 
determined by the nature of the impact o the project.  Refer to Project Risk Criteria & Categories to prioritise issues. 

 

 
 
 
Tips 

• Issues can be identified and managed in a similar manner as risks. However, when assessing issues, likelihood 
is not relevant.  

Apply to all phases:  

 

 

3. Project Risk Capability 
Risk management is an approach that allows UNSW to improve how projects and programs are managed from start to finish. It’s a way of improving the 
communication channels across the university and encourages project teams to be realistic with their estimates and scheduling. Risk management training 
boosts a team’s capability and, on a very practical level, it provides a team with the skills they need to do their jobs more effectively. The Central Risk Unit 
can provide risk training upon request.  Contact via risk@unsw.edu.au  

 

 

mailto:risk@unsw.edu.au
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4. Accountabilities and Responsibilities  
Project Risk Management is the responsibility of all parties involved in project efforts, in particular, the 
broader project team (including the Program / Project Manager, sponsor and governing bodies such as 
the Project Board / Steering Committee, Portfolio Board, SPARC etc.), project stakeholders and second 
line functions including the UPO Business Partners, IT Project Management Office (PMO) and the Risk 
Management function.  

Roles, responsibilities and accountabilities as outlined throughout this Guideline and summarised in 
table 1 below, are consistent with each individual’s overall duties, and the requirements of the UNSW 
Risk Management Framework.  Active participation in risk-related activities and discussions, and 
coordination, cooperation and consultation with those with overlapping duties is essential to ensure 
effective management of risks and therefore successful project outcomes.  

 
Table 1: Project Risk Accountabilities and Responsibilities 

Roles Accountabilities & Responsibilities  
Council  • Endorse strategic projects in alignment with UNSW by-laws  
Management 
Board 

• Approve Viability Papers, Business Cases, Stage Gates and Change Requests, 
including related risks 

• Ensure alignment of portfolio and program/project decision-making with strategic 
vision, objectives and the University’s Risk Appetite Statement 

Strategic Portfolio 
Assurance 
Review 
Committee 
(SPARC) & 
Portfolio Boards 

• Approve (or endorse for approval by Management Board) Viability Papers, 
Business Cases, Stage Gates and Change Requests, including related risks 

• Provide recommendations to Management Board on risks and issues as 
appropriate, to inform effective decision-making 

• Ensure alignment of portfolio and program/project decision-making with strategic 
vision, objectives and the University’s Risk Appetite Statement 

Program / Project 
Sponsor  
 

• Ensure team capacity and capability to execute project risk management 
activities 

• Champion and promote the adoption of positive project risk practices, remove 
barriers and open doors to support project efforts and drive a risk-aware culture 

• Approve project and program risks, including risk evaluation decisions 
• Periodically review risk registers to keep abreast of material project risks 
• Provide appropriate challenge, overview and scrutiny of risks and issues, 

ensuring alignment with the University’s Risk Appetite Statement & policies  
• Oversee the effectiveness of project risk management performance  

Program / Project 
Owner  

• Ensure risk is integrated into project decision-making 
• Review and endorse project risk and issue registers, ensuring that project risks 

and issues are addressed appropriately 
Program / Project 
Manager  

• Develop and implement the Program/Project Risk Management Plan 
• Identify, analyse and evaluate project and program risks in consultation with 

stakeholders and subject matter experts, using the tools and processes in the 
Project Risk Management Framework 

• Ensure that all program / project risks are recorded, managed, monitored and 
documented appropriately 

• Report and escalate program / project risks and issues in alignment with the 
requirements of this Guideline 

• Engage the Project Board in active discussion about program/project risks and 
issues, and their relationship with/impact on enterprise and portfolio risks to 
harness their support and inform effective decision-making 

• Implement the Issue Management process for all program / project issues, in 
alignment with the requirements of this Guideline 

Risk or Issue 
Owner 

• Ensure that the risk is accurately assessed, including identifying the related risk 
controls and ratings and considering any related issues  

• Ensure that program / project issues are appropriately identified, recorded, 
investigated, actively managed, escalated, reported, and learnings are 
communicated to relevant stakeholders in alignment with the requirements of this 
Guideline 

• Develop, obtain agreement, record and oversee implementation of appropriate, 
cost-effective risk treatment plans to appropriately manage the residual risks in 
alignment with the requirements of the Framework and communicate and 
escalate risks to relevant stakeholders  
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Roles Accountabilities & Responsibilities  
• Monitor and periodically review the risks in consultation with relevant 

stakeholders (including control owners) and provide periodic updates in 
alignment with the requirements of the Framework, including seeking appropriate 
assurance of control and action status from related risk control and action owners 

• Escalate to Portfolio / Program / Project Manager if treatment plan schedules 
may not be met 

• Hand-over risks (including controls and actions) to appropriate individuals in the 
event of a change in Risk Ownership, and, where residual risk remains at the end 
of a project, to relevant operational staff  

Control Owner • Monitor the effectiveness of a control, to ensure it is having the intended effect on 
the risk 

• Escalate control issues to the relevant stakeholders (including risk owners) for 
determination of appropriate actions 

Action Owner • Complete actions assigned to them within the agreed time frames, and 
communicate status updates to the relevant Risk Owner(s) and other 
stakeholders as required 

• Escalate to Risk Owner if treatment plan schedules may not be met 
All Staff • Report any issues or risks to their leaders  

• Coordinate with those with overlapping responsibilities to ensure that the 
University’s risks are appropriately identified and managed 

Program / Project 
Board/ Steering 
Committee 

• Actively contribute to, and oversee the development and implementation of the 
Project Management Plan, including the Project Risk Management Plan, and 
address any queries with relevant individuals to obtain assurance as appropriate 

• Actively contribute to, and oversee the effectiveness of project risk assessment 
and management to maximise successful outcomes 

• Review risk and issue reports, actively participate in discussions related to risks 
and issues, and seek further information where required, challenging 
assumptions to ensure effective management / resolution of all project risks and 
issues and communication and incorporation of learnings into project and 
operational processes 

• Provide the project team with relevant information to assist in monitoring and 
reviewing risks 

• Actively champion project efforts, including addressing barriers to ensure 
successful project and University outcomes 

IT Program and 
Project 
Management 
Office (PPMO)  

• Provide operational support to IT Project Managers on day-to-day risks and 
issues 

• Provide appropriate challenge to project teams & decision-makers where 
required 

• Provide assurance for implementation of risk requirements on IT projects in 
alignment with the requirements of their roles 

University 
Portfolio Office 
(UPO) 

• Integrate requirements for risks and issues into UPO project tools in collaboration 
with the central risk function 

• Ensure that Program/Project Managers of UPO-governed projects have access 
to the tools and systems required to manage risks, and provides advice and 
support consistent with their overall role  

• Advise on the use of the Project Portfolio Management system / Clarity for 
managing UPO project risks and issues 

• Provide assurance for implementation of risk requirements on UPO-overseen 
projects in alignment with the requirements of their roles 

• Provide appropriate challenge to project teams & decision-makers where 
required 

• Ensure that there is an adequate handover process of any remaining UPO 
project risks to the business (if appropriate) following completion of the program / 
project 

• Monitor UPO program/project health, review UPO program / project risk and 
issue reports and provide training, support, advice and challenge to the Project 
Team as appropriate 

• Work with risk function to provide risk reporting for the portfolio of projects to 
SPARC 

Risk Management 
Function 

• Build and maintain the University’s Project Risk Management framework and 
related tools  
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Roles Accountabilities & Responsibilities  
• Support the integration of the University’s Project Risk framework and related 

tools into project processes 
• Build the University’s project risk management capability 
• Provide advice to Project Managers as part of Project Risk Management 

Planning, including assisting to modify project risk criteria if required Facilitate 
complex project risk workshops as appropriate, in alignment with the Project 
Complexity Matrix  

• Provide support, advice and challenge of complex project risk information / 
decisions in alignment with the related requirements in the Project Complexity 
Matrix (e.g. program / project viability and business case reviews, approvals etc.) 

• Provide appropriate oversight of project risk management activities  
• Support Portfolio, Program and Project Managers in risk reporting as appropriate, 

including providing advice on linkage with relevant portfolio risks 
• Support the Program / Project Teams and governing bodies in decision-making 

and the management of program / project risk 
Internal Audit • Provide independent review and assurance of the effectiveness of the project risk 

framework and the University’s implementation of this, including the effectiveness 
of critical controls for significant project risks 
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Accountabilities 

Responsible Officer Director, Risk Management 

Contact Officer Senior Manager, Risk  

Supporting Information 
Legislative Compliance Nil 

Parent Document (Policy 
and Procedure) 

Risk Management Policy 

Risk Management Framework 

Supporting Documents 

Project Risk Management Framework Summary  

Project Complexity Matrix 

Project Risk Management Plan Template 

Project Risk Criteria and Categories 

Project Risk & Issue Profile Template 

Project Board Risks & Issues Report Template 

Project Risk Management Framework Training 

Project Risk Management Framework policies, procedures, guidelines and tools can be 
accessed via the UNSW Risk Management and UPO SharePoint sites. 

Related Documents 

Risk Appetite Statement 

Enterprise Risk Criteria and Categories 

Risk Management Glossary 

Project Governance Framework (UPO) 

Project Execution Framework (UPO) 

UPO Glossary 

Superseded Documents Project Risk Management Training Guide 

File Number [For Governance Use] 

Definitions and Acronyms 

Project 
A project is a temporary endeavour undertaken to create a unique product, service or 
result. It is bounded by time, resources and required outcomes. (Project Management 
Body of Knowledge – ‘PMBOK’) 

Program A group of related subprograms, projects or other work that are managed in a 
coordinated fashion in support of the portfolio. 

Portfolio A collection of projects, programs, sub-portfolios and operations managed as a group to 
achieve strategic objectives (PMBOK Guide) 

Project Execution 
Framework 

The Project Execution Framework contains a single set of tools, processes, deliverables 
and standards required to successfully deliver projects consistently at UNSW.  Based 
upon a standard project lifecycle broken down into a sequence of project phases and 
incorporates a broad set of project activities. 

See also Risk Management Glossary and UPO Glossary. 

Revision History 
Version Approved by Approval date Effective date Sections modified 
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Further Information 
This section is not published on the final PDF document. It is for website purposes only 

Keywords for search engine 
Risk; Project Risk; Control; Treatment; Risk Management; Risk Assessment; Risk 
Identification; Risk Analysis; Risk Evaluation; Risk Response; Risk Criteria; Risk context; 
Likelihood; Consequence; Risk Event; Risk Owner; Risk monitoring; Risk review; Risk 
Appetite 

FAQs and answers 

Q: Do I use the Project Risk Management Guideline for enterprise risk management?  

A: The Risk Management Framework applies to the management of all risks across the 
University, and all related frameworks will align to its requirements. Project Managers 
should refer to the Project Risk framework, guideline and related project risk criteria 
when managing project or program risks. Where enterprise or portfolio risks are 
identified, the Risk Management Framework and related enterprise risk criteria should 
be used. 
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Appendix A: Risk Source & Related Questions, Examples and Good Practice 
 
Category A: Strategic 
Strategic planning and delivery of initiatives  
Related external environmental and market shifts 
Change 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

A1 Strategic 
Solutions 

• How do you know that you have identified all of the 
relevant options to address the opportunity or risk? 

• What is your level of confidence that you have 
selected the appropriate strategic solution? 

• How do you know that the timing for selection &/or 
commencement of the project is appropriate? 

• Have you considered any potential changes in the 
context and any emerging factors? 

• What unintended impacts may occur as a result of 
the implementation of the strategic solution? 

• Failure to identify 
strategic option 

• Selecting wrong 
strategic solution 

• Solution introduces 
new risks in delivery / 
operations 

• Analysis of drivers, risks, opportunities to ensure 
that the proposed solution addresses the causes, 
impacts etc. & is based on appropriate data & 
evidence 

A2 Objectives  
 

• How clear are the objectives, how achievable are 
the goals and how tangible are the deliverables? 

• Misalignment of 
initiatives  

• Document and communicate clear, achievable 
objectives & tangible deliverables 

• Robust business case with optimum 
consideration of business needs, resourcing, 
concurrent / future faculty initiatives, key risks, 
anticipated costs, benefits, operational 
sustainability etc. 

A3 Strategic 
Alignment 

• What is the degree of project alignment with 
strategic objectives?  

• How important is the project in the scheme of all of 
the other projects being pursued?  

• If the project failed or was delayed, what would be 
the impact on business strategy? 

• Misalignment of 
project objectives  

• Strong alignment of project with UNSW vision, 
strategic objectives & goals 

• Good understanding of business needs / 
requirements 

A4 Project 
Process/ 
Methodology 

• Is the project using an agile / iterative or waterfall 
approach? 

• Is the project using novel project management 
processes?  

• Has the project development lifecycle been defined 
so that all parties understand how development will 
be carried out?   

• How have project quality expectations been 
clarified? 

• Inconsistent 
application of project 
methodology 

• Ongoing review of project quality 
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A5 Innovation • Do the proposed project initiatives involve novel 
practices? 

• Practices do not 
deliver intended 
outcome 

• Testing practices 

A6 Change • What /who may be impacted by the change initiative 
and how? (e.g. customers, external stakeholders, 
staff etc.) 

• How significant is the change impact (e.g. process / 
people) on UNSW / operational activities and how 
will this be managed? 

• What are the legacy issues that need to be 
addressed (e.g. people, culture, capability, capacity 
etc.)? 

• What is the change readiness and capacity of areas 
to be impacted? 

• Does the change initiative rely on mission critical 
data / deadlines? 

• What risks might arise as a result of the change? 

• Staff / stakeholder 
rejection of change 
initiative 

• Change impact analysis & management 
(including communication & monitoring) in place 

• Processes in place to identify, understand and 
monitor the impact of change initiatives on staff 
behaviour, key controls, processes and 
procedures 

 
Category B: Governance 
Reporting and oversight 
Sponsorship 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

B1 Structure  • How will your governance structure & processes 
ensure that the costs, schedule, scope and benefits 
are managed/ delivered? 

• How does your governance structure enable agile 
decision-making? 
 

• Delayed discovery of 
project issues 

• Governance structure reflects UNSW decision-
making forums 

• Membership representative of all key 
stakeholders who have decision-making authority 

• Terms of Reference that include clear 
accountabilities & responsibilities (e.g. 
communicating and managing governance 
frameworks and schedules) – see ‘People’ 
category 

• Checkpoints in the project plan for the 
governance group to decide on whether to 
proceed with the project as planned, or to modify 
the approach 

B2 Capability, 
Capacity & 
Willingness 

• Do staff who have governance and management 
roles (including project sponsors &any delegates) 
have the capacity, willingness and capability to fulfil 
their role effectively?  

• How will the project ensure that staff fulfilling project 
governance / sponsorship / management roles are 

• Project stalls • Ensure the appropriate balance of capability, 
capacity, willingness and commitment when 
selecting staff for governance bodies 

• Early engagement with legal, risk, compliance 
and governance functions 
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committed and understand what the project is trying 
to achieve and their role in overseeing and enabling 
successful project outcomes? 

B3 Decisions & 
Approvals 

• How will decision-makers be engaged to ensure 
effective & efficient decision-making?  

• How will approval of project requirements be 
managed?  

• How will reporting enable effective governance & 
decision-making? 

• Decision inertia  • Clear process and delegations for decision-
making/ approvals including sign-off level, stages 
(e.g. milestones, stage gates, readiness checks) 

• Appropriate number of decision-makers 
• Committee meet regularly to provide the project 

with an easy escalation channel 
• Report templates and input promote active 

discussion of risks & issues & enable successes 
to be celebrated 

 
Category C: Stakeholder 
Expectations of and engagement with others, i.e. partners, vendors, community, Corporates, government, students, staff, suppliers 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

C1 Identification & 
Engagement 

• How will the project team identify its stakeholders, 
understand their context, needs and expectations 
and obtain their engagement / alignment? 

• Misalignment of 
expectations 

• Stakeholder mapping & ongoing engagement 
• Mechanisms to obtain their input, engagement & 

buy-in & to leverage their agendas (e.g. 
communication plan) 

• Change management strategies 
C2 Vendors / 

Suppliers 
• Is the project dependant on a vendor / supplier?  
• Is this a new relationship?  
• What is the size / maturity / financial sustainability / 

cost / reputation of this supplier? 
• Has the vendor / supplier & its staff delivered similar 

solutions before?  
• Could the supplier be easily replaced by an 

alternative supplier? How will you minimise 
dependency on vendor / vendor knowledge? 

• Is the dependency on the supplier limited to the 
project or longer-term?  

• Does the vendor / supplier consider UNSW / this 
project to be important relative to the vendor / 
supplier’s other customers / projects? 

• How do you know if this is the right partner? 
• What rights & obligations are relevant and how will 

these be monitored & enforced? 
• How will you align expectations & schedules & 

manage the relationship? 

• Vendor / supplier 
bankruptcy / failure  

• Conduct thorough vendor due diligence 
(references; delivery record; litigation history; 
financial stability etc.) to ensure appropriate 
vendor performance 

• Robust SLAs with robust, enforceable contract 
clauses (e.g. provision of contract documentation 
on works performed) 

• Fallback position in the event of vendor failure 
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• How will common risks & issues be shared and 
managed? 

• How do we ensure that our needs (now & in future) 
align with direction of vendor / supplier (now & in 
future)? 

• What are the risks of ongoing reliance upon external 
vendors? 

 
Category D: People 
Safety and security; recruitment, retention; culture, behaviour; change readiness 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

D1 Capability, 
Capacity, 
Commitment 

• How do we ensure that we have the right capability 
(skills, expertise) & capacity (time, commitment, 
willingness) in the project team & beyond?  

• How do we ensure that we have the right resources 
available at the right time?  

• Are resources dedicated to the project or do they 
also have operational responsibilities that might 
impact their availability? Are skills available in 
market if additional resourcing is required? How do 
we manage staff continuity and avoid reliance on a 
key person? 

• Staff leave / not 
available / distracted / 
disengaged 

• The priority of the project clearly defined across 
the organisation to ensure appropriate resourcing 
and speed of response to support the project 

• Experienced project management team, 
contractors & support staff, particularly in key 
roles, &/or available to mentor/develop more 
junior staff 

• Dedicated project team where appropriate; staff 
training needs identified/ plans in place 

• Succession plan/cover in case a person leaves / 
is unavailable 

• Monitor the ratio of permanent to temporary 
/contractor workers 

• Training / information for all people involved in 
change initiatives 

• Appropriate remuneration for those involved 
• Team co-located where practicable 

D2 Sponsorship • Does the project have a strong sponsor who is 
aware of their responsibilities, capable, committed 
and has the capacity to drive the success of the 
project? 

• Project stalls • Sponsor selection based on aptitude, capacity, 
capability 

D3 Accountabilitie
s & 
Performance 

• Are individual members of the Project Team & 
others supporting the project aware of their 
responsibilities and accountabilities?  

• How do they coordinate to ensure that overlapping 
responsibilities are effectively managed? 

• Staff non-
performance 

• Tasks, responsibilities and authorities are 
transparent, documented and communicated to 
project team 

• Detailed position descriptions and job 
accountabilities statements aligned to their 
objectives 

• Performance managed through a regular 
performance appraisal process 
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D3 Communicatio
n 

• How will the project ensure that all team members 
are aligned and aware of requirements? 

• Misunderstandings; 
misalignment 

• Clear communications plan 
• Regular meetings with clear structure, focus & 

minutes 
• Team structure & roles & responsibilities 

communicated 
• Co-location of majority of project team members / 

regular forums to ensure effective communication 
across the team 

D4 Relationships • How will relationships within and beyond the team 
be managed?  

• Could the project cause any form of industrial 
dispute? 

• Staff conflict  • Value-based leadership promoting open, 
transparent, respectful communication 

• Collective goals 
• Empowerment and celebration / recognition of 

successes 
D5 Conflict of 

Interest 
• How may conflicts of interest impact on project 

objectives? 
• Conflict of interest • Conduct reference and integrity checks prior to 

recruiting people 
D6 Health, Safety 

& Environment 
• How could the project activities or delays/ failure to 

complete result in harm to people or the 
environment?   

• Exposure to physical 
or psychological 
hazard 

• Visible leadership commitment 
• Integration of HSE Management System 

requirements into project including 
responsibilities, risk assessment / management, 
reporting, transparent, ongoing consultation & 
communication forums etc. 

 
Category E: Scope 
Project scope, creep and variances 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

E1 Scope • Is the project scope uncertain / will it change over 
time?  

• How will changes in scope be managed? 

• Scope creep • Project scope (including items out of scope) 
clearly defined, communicated & agreed 

• Peer and stakeholder review 
• Change control or backlog re-prioritisation 

E2 Requirements • How stable are the project requirements? What 
would be the impact if they were 
incomplete/inaccurate? 

• Change in 
requirements 

• Project requirements clearly identified based on 
stakeholder consultation & defined 

• Clear process for requirements sign-off 
• Peer review of requirements 
• Clearly understood/agreed business case 

E3 Assumptions • What assumptions inform the current scope based 
on and what kind of uncertainties are present in 
those assumptions?  

• Scope creep • Comprehensive analysis of the current state to 
accurately determine what changes might be 
required to develop the future state 
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Category F: Schedule 
Robustness of schedule, including clarity over dependencies, impacts on critical path, use of time contingency, under or over estimation of time, accommodation of unforeseen events 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

F1 Schedule • Is the project involving a long duration (i.e. > 12 
months), high work hours (i.e. over 20 000 total), 
large project team size (i.e. > 15 team members) or 
multiple Faculties/ Divisions/ departments? 

• Is the project time critical or could some slippage be 
tolerated? Has project schedule been informed by 
detailed scope, milestones, tasks (including 
management of change), dependencies, 
assumptions and risks? (Consider what is driving 
the project schedule – in an ‘ideal world’, would you 
have a different schedule / delivery approach? What 
compromises have been made to achieve the 
current schedule?) 

• Is there one overall plan for the project or are 
multiple plans maintained?   

• What are the uncertainties around multiple 
concurrent initiatives? &/or tight timeframes? 

• Schedule delays • Process is in place for ongoing synchronisation of 
multiple plans (where in place) & progress 
tracking 

• Schedule estimates based on previous 
developments/historical data 

• Project milestones & stage gates clearly 
understood (dates and deliverables) 

• Staff turn-over / absence factored into plan for 
longer projects 

• Overall project plan structure established before 
the project begins so that stakeholders 
understand the overall structure and implications 
of the project 

• Plan allows for post-implementation wrap-up 
tasks/bedding in 

• Mechanisms ensure that there is early visibility of 
problems/slippage 

• Schedule risks used to inform contingency time & 
budget/ $ release (e.g. redirection at stage gates 
/ milestones if required) 

F2 Dependencies • What are the sources of project dependencies? (e.g. 
shared resources / schedule, MB / sponsor 
engagement, suppliers, volatility in marketplace, 
changes in government sentiment etc.) 

• Is the project dependant on the completion of other 
projects / initiatives or on operational changes / 
factors and are those dependencies understood? 
What would be the impact if another project did not 
complete as expected (e.g. infrastructure required; a 
project / change delay impacting availability of 
required resources/environments? 

• Project resources / 
infrastructure not 
available 

• Dependencies are considered & factored into 
schedule using schedule analysis to predict best, 
worst & expected cases, with contingencies 
informed by the potential variation from expected 
case 
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Category G: Financial  
Budget management & reporting; adherence to financial controls (e.g. purchase order process, delegations etc); Management of burn rates (spend aligning to forecast and delivery of outcomes) 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

G1 Financial 
Estimates 

• What is the basis of estimates, how informed is the 
budget, were relevant stakeholders in the project 
involved in confirming budget? 

• Incorrect estimates • Sensitivity analysis (e.g. Monte Carlo simulation) 
conducted for financial uncertainties where 
appropriate to determine variations 

G2 Funding • Are funding sources identified, secured and stable? • Funding withdrawn / 
eroded / repurposed 

• Funding committed & sources secured 
• Embedded processes to continually monitor 

investments 
G3 Investment • How significant is the cost of the project in terms of 

the overall organisational budget?  
• Could UNSW cope financially if there was an 

increase in budget resulting from the project being 
extended/delayed? 

• Considering the length of the payback period, what 
would happen if the payback period was extended? 

• If the project failed before completion, would costs 
be recoverable / would some benefits be delivered? 

• Are the benefits (e.g. financial/infrastructural) that 
the project must deliver clearly understood and how 
will these be measured? 

• Business case 
investment targets not 
achieved 

• Clearly understood and agreed business case 

G4 Project Budget • What is the budget uncertainty (e.g. lack of fixed 
price contracts, market uncertainty, international 
currency risk, etc.)? 

• Is the project budget agreed and stable?   
• Is the budget fixed or could some overrun be 

tolerated? 
• Is spend easy to track/monitor so that under/over-

spends can be quickly identified? 
• Does the budget contain contingency and is it 

informed by effective schedule analysis?   
• Are the rules for invoking contingency understood? 

• Cost variations 
(under/over-spends); 
fraud 

• Schedule analysis to predict best, worst & 
expected cases, with contingencies informed by 
the potential variation from expected case 

• Simple, effective, ongoing mechanisms to 
transparently track costs / forecasts to ensure 
budget alignment 

 
Category H: Legal / Regulatory / Contract 
Legislation, regulation and standards compliance and changes 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

H1 Contractual / 
Legal 

• Are there penalty clauses associated with the 
project, and are the sums significant in terms of the 
overall organisational budget? Could litigation arise 
if the project failed or was delayed and if so, are the 

• Contractual dispute • Comprehensive range of project risks sourced 
from diverse perspectives are used to inform 
contractual clauses (including service levels) 
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sums significant in terms of the overall 
organisational budget? 

• Is there a legal requirement to complete the project? 
If so, are there penalties associated with non-
compliance and are these significant in terms of the 
overall UNSW budget?  

• Are sub-contractors also involved in the project?  If 
so, are the sub-contractors known at the time of 
signing the contract and is this covered adequately 
by the contract?   

developed or reviewed by legal where 
appropriate 

• Strong relationships & open communication with 
partners 

 Compliance 
Obligations 

• Have compliance obligations related to the project 
(including standards, regulatory & contractual 
requirements, internal commitment etc.) been 
identified and are relevant project team members 
aware of these requirements?  

• Is the project changing any current compliance 
activity? How will this be managed? Have the legal 
aspects of the change initiative been adequately 
addressed and communicated to key stakeholders? 

• Activity leading to 
compliance breach 

• Identification of compliance obligations & related 
management strategies 

• Early engagement with relevant compliance 
owners / compliance function to ensure 
obligations understood & met 

 
Category I: Infrastructure 
Equipment, physical campus / buildings and related infrastructure / services 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

I1 Project Team 
Environment 

• Does the project team have the appropriate 
infrastructure (e.g. space, equipment, technology 
etc.) to enable them to collaborate and work 
effectively & efficiently? 

• Infrastructure not 
available/ failure 

• Appropriate work areas, meeting rooms, IT 
infrastructure & support etc. 

I2 Brief • Are novel designs / prototypes / concepts being 
used or applied? 

• Design not fit for 
purpose 

• Visual modelling techniques with clear modelling 
conventions 

• End-users involved in design reviews 
I3 UNSW Property 

/ Equipment 
• If the project failed or was delayed, would there be 

an impact on property or equipment / would it be 
necessary to extend the lifespan of existing property 
or equipment? 

• Could property or equipment be damaged during the 
project? 

• Property / equipment 
damage / failure 

• Contingency / business continuity plans 

 
Category J: Operations 
Business process and business-as-usual (BAU) activities; Business resilience and continuity 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 
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J1 Current 
Operations 

• How might operations impact on the project (scope, 
schedule, costs, benefits etc.)? 

• How might the project impact on operations? 
 

• Project delays; 
business disruption 

• Strong, ongoing engagement with operational 
interfaces 

• Understanding of operational needs & 
dependencies & incorporation into project 
schedule 

 
Category K: Technology 
Management and adequacy of electronic systems and infrastructure; Data security and IT incident response/ disaster recovery; Cyber 
ID Sub-category Questions What might/ might not 

happen? 
Good Practice 

K1 New Technology • Is the project dependant on new technology (e.g. 
hardware, operating systems, application software)?  
Has that technology been used successfully 
elsewhere in UNSW or in partner organisations?   

• Does the degree of customisation / integration 
required raise any concerns? 

• Are performance expectations understood?  How 
will these be measured during testing and in 
production? 

• How has the technology lifespan been considered? 
e.g. Does the system design allow a change of 
technology/platform or would substantial rework be 
required? 

• Technology not 
compatible with 
existing infrastructure 

• Ongoing support for problems & staff 
information / training effective, readily 
accessible, funded etc. 

• Technology lifecycle & replacement options 
factored into planning 

• Solution aligned with industry and 
organisation standards (e.g. integration 
protocols) 

K2 Testing • Is business User Acceptance Testing (UAT) 
required and if so, has the business committed to 
support the testing? 

• Can testing be carried out in an iterative manner / 
can automated testing tools be used? 

• How will performance testing be carried out and 
have performance targets been defined prior to 
designing the architecture? 

• Is sociability testing required?   
• Has a testing lifecycle been defined so that all 

parties understand how testing will be carried out? 

• Testing not completed • Process to ensure ongoing review / quality 
assurance of requirements 

• Clear quality expectations (e.g. certain 
defects acceptable) 

K3 Technical 
Implementation 

• What will project implementation involve and will this 
impact the business? 

• Are multiple interfaces required (application or 
technology)? 

• Could the project impact other applications? Is the 
potential impact on other applications understood?  
How many applications could be affected?  How is 
potential impact being managed? 

• Back-out during 
implementation 

• Pilots; phased implementation; 
implementation planning 

• Capable support staff available during and 
following implementation 

• Post-implementation test plan to confirm that 
the changes were implemented successfully 
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• How critical are service levels?  If performance is 
inadequate, how could this be rectified and how long 
would it take to resolve? 

• How will system upgrades be implemented?  How 
frequent are those upgrades?  Are the financial, 
resourcing and implementation implications of 
upgrades understood? 

• How easy is the system to understand/pick-up?  Is 
end-user training required?  Is specialist help-desk 
support required? 

K4 Cyber • Could site security / data privacy be compromised 
by the project? 

• Has the impact of loss, theft and malicious damage 
to property, data and systems been considered as 
part of this project? 

• Have UNSW’s data management / quality standards 
been considered in assessing impact of the project? 

• Have the implications of legacy/obsolete 
infrastructure been considered?  

• Will handover of the project result in unsupported 
vendor applications? 

• Data / security breach • Change initiative considered, reflected, 
updated and tested in the businesses 
business continuity plan (BCP) and disaster 
recovery plan (DRP) 

• Security access documented and tested 
• Network availability and performance load 

(scalability) assessed / stress tested 
• Compatibility with physical/remote system 

access 

K5 Infrastructure 
/environment/ tools 

• Does the project need to book infrastructure or 
regions and if so, how flexible are those booking 
arrangements if the project is ahead/behind 
schedule? 

• Will the project use existing infrastructure 
(development, testing and production) and if so, is 
available capacity understood and will that meet the 
needs of the project? 

• Infrastructure / 
environment / tools 
not available / do not 
meet needs 

• Sufficient licences to meet the needs of the 
project (i.e. production / development / 
testing) 

• Established development toolset/workbench 
• Environments required to support all aspects 

of the development lifecycle in place 
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