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Guideline Statement 

Purpose 
The Risk Management Glossary provides a single Source of definitions for Enterprise 
Risk Management at the University. It is aligned to and supports the UNSW Risk 
Management Framework. 

Scope 
This Glossary applies to all Risk Management activities at UNSW and its controlled 
entities.  

Are Local Documents on this 
subject permitted? 

☒ Yes, however Local Documents must be consistent with this 

University-wide Document. 

☐  No 

Glossary 

Risk 

The effect of uncertainty on objectives (ISO 31000: 2018) 

Note - An effect is a deviation from the expected. It can be positive, negative or both, 
and can address, create or result in opportunities and threats. Objectives can have 
different aspects and categories, and can be applied at different levels. Uncertainty is 
the state, even partial, of deficiency of information related to, understanding or 
knowledge of, an event, its consequence, or likelihood. Risk is usually expressed in 
terms or risk sources, potential events, their consequences and their likelihood. 

Event 

Occurrence or change of a particular set of circumstances (ISO 31000: 2018) 

Note – an event can have one or more occurrences, and can have several causes and 
several consequences; an event can also be something that is expected which does 
not happen, or something that is not expected but does happen. An event can be a risk 
source. An event can sometimes be referred to as an ‘incident’ or an ‘accident’. An 
event without consequences can also be referred to as a ‘near-miss’, ‘incident, ‘near-
hit’ or ‘close call’. 

Issue 

A risk event that has materialised.  

Note – Issues and ‘Incidents’ are related. Issues may be events that are ongoing in 
nature, whereas an incident is a discrete event. An issue may also refer to a problem, 
point or matter in question or in dispute, or a point or matter that is not settled and is 
under discussion or over which there are opposing views or disagreements.  

Objective 

Result to be achieved (ISO 19600: 2014) 

Note - Objectives can be strategic, tactical and/ or operational. Objectives can relate to 
different disciplines (e.g. financial, health and safety, environmental) and can be applied 
at different levels (e.g. strategic, organisation-wide, system, project, product, process, 
service). A variety of words can be used to express objectives (e.g. target, aim, goal, 
purpose, intended outcome). 

Risk Management 
Coordinated activities to direct and control an organisation with regard to risk (ISO 
31000: 2018) 

Risk Management 
Framework 

Set of components that provide the foundations and organisational arrangements for 
designing, implementing, monitoring, reviewing and continually improving risk 
management throughout the organisation (ISO Guide 73:2009) 

Note – The foundations include the policy, objectives, mandate and commitment to 
manage risk. The organisational arrangements include plans, relationships, 
accountabilities, resources, processes and activities. The Risk Management 
Framework is embedded within the organisation’s overall strategic and operational 
policies and practices. 



 

Enterprise Risk 
Management (ERM) 

Enterprise Risk Management is a process, effected by an entity’s board of directors, 
management and other personnel, applied in strategy setting and across the enterprise, 
designed to identify potential events that may affect the entity, and manage risk to be 
within its Risk appetite, to provide reasonable assurance regarding the achievement of 
entity objectives. (COSO, 2004) 

Note - ERM is a systematic and integrated approach to the management of the total 
risks that a company faces. It is a risk-based approach to managing an entire 
enterprise, with a global, holistic view, rather than an individual view of managing risk 
through the various business silos. (Dickinson, 2001) 

Risk Management Plan 

Scheme within the Risk Management Framework specifying the approach, the 
management components and resources to be applied to the management of Risk (ISO 
Guide 73:2009) 

Note - It is the plan, or the “how to”, either for managing risk across the University, or for 
a particular risk category or even an individual risk. Management components include 
procedures, practices, assignment of responsibilities, sequence & timing of activities. 

Establishing the context 
Defining the external and internal parameters to be taken into account when managing 
risk, and setting the scope and risk criteria for the Risk Management Policy (ISO 
Guide 73:2009) 

External context 

External environment in which the organisation seeks to achieve its objectives (ISO 
Guide 73:2009) 

Note – External context can include the cultural, social, political, legal, regulatory, 
financial, technological, economic, natural and competitive environment, where 
international, national, regional or local; key drivers and trends having impact on 
objectives of the organisation; and relationships with, and perceptions and values of 
external stakeholders. 

Internal context 

Internal environment in which the organisation seeks to achieve its objectives (ISO 
Guide 73:2009) 

Note – Internal context can include governance, organisational structure, roles and 
accountabilities; policies, objectives, and the strategies that are in place to achieve 
them; the capabilities, understood in terms of resources and knowledge (e.g. capital, 
time, people, processes, systems and technologies); information systems, information 
flows and decision-making processes (both formal and informal);  relationships with, and 
perceptions and values of internal stakeholders; the organisation’s culture; standards, 
guidelines and models adopted by the organisation; and form and extent of contractual 
relationships. 

Risk Source 
Element which, alone or in combination, has the potential to give rise to risk (ISO 
31000: 2018) 

Opportunity   

A potential enhancement or positive impact that could improve the ability to meet 
objectives  

Note – the University rates opportunity based on the potential to create or realise a 
point of differentiation or advantage (e.g. a new network, a new skill base, 
commercialisation of research etc.). The rating is determined based on the degree to 
which the opportunity is well-defined (i.e. it is not just about managing the risk well). 

Threat 
A trigger for a risk that can adversely exploit a vulnerability  

Note - A threat can arise from, or result in a risk 

Hazard 

Source of potential harm (ISO Guide 73:2009) 

Note – A hazard can also be a risk source. Hazards often apply to physical sources of 
harm such as health and safety, property and the environment. (ISO 45001: 2018) 



 

Likelihood 

The chance of something happening (ISO 31000: 2018) 

Note – Likelihood can be defined, measured or determined objectively or subjectively, 
qualitatively or quantitatively, and described using general terms or mathematically 
(such as a probability or frequency over a given time period). 

Note – Health and Safety Likelihood may consider the frequency and duration of 
exposure as well as the probability of the risk event to inform the likelihood rating. 

Probability 
Measure of the chance of occurrence expressed as a number between 0 and 1, where 0 
is impossibility and 1 is absolute certainty (ISO Guide 73:2009) 

Frequency 

Number of events or outcomes per defined unit of time (ISO Guide 73:2009) 

Note – Frequency can be applied to past events or to potential future events, where it 
can be used as a measure of likelihood/ probability 

Vulnerability 

Intrinsic properties of something resulting in susceptibility to a risk source that can lead 
to an event with a consequence (ISO Guide 73:2009) 

A weakness of an asset or control that could potentially be exploited by one or more 
threats (ISO 27000: 2018) 

A weakness in a system, procedures, internal controls or implementation that could be 
exploited by a threat source (derived from NIST) 

Note – FAIR Taxonomy defines vulnerability as the probability that a threat event will 
become a loss event. The University does not subscribe to this definition as likelihood is 
applicable to the risk event & to the range of potential impacts. 

Exposure 
Extent to which an organisation and/or stakeholder is subject to an event (ISO Guide 
73:2009) 

Consequence 

The outcome of an event affecting objectives (ISO 31000: 2018) 

Note – a consequence can be certain or uncertain and can have positive or negative 
direct or indirect effects on objectives. Consequences can be expressed qualitatively 
or quantitatively. Any consequence can escalate through cascading and cumulative 
effects. ‘Impact’ is often used interchangeably with ‘consequence’. 

Velocity 
The potential speed at which the impact of the risk, if it materialises, will be felt by the 
University. 

Control Effectiveness 

The rating of the effectiveness of controls in addressing the causes and / or 
consequences of the risk 

Note – Control effectiveness rating considers the effectiveness of the control design 
in managing the causes and/ or consequences of the risk as well as the operating 
effectiveness  

Risk Register 

Record of information about identified risks (ISO Guide 73:2009)  

Note - A Risk Register is a risk management tool which acts as a central repository for 
all risks identified by the project or organisation. Each risk listed usually includes a 
summary of information in relation to the risk such as category, description of the risk, 
risk ranking (including associated consequence and likelihood), controls, risk 
response, treatments and Risk Owner. The term ‘Risk log’ is sometimes used instead 
of ‘Risk Register’. 

Risk Profile Description of any set of risks (ISO Guide 73:2009) 

Risk Management Process 

Systematic application of management policies, procedures and practices to the 
activities of communicating, consulting, establishing the context, and identifying, 
analysing, evaluating, treating, monitoring and reviewing risk (ISO Guide 73:2009) 

Note – Planning, recording, escalating, reporting risk are also elements of the risk 
management process. 

Risk Assessment 
Overall process of risk identification, risk analysis and risk evaluation (ISO Guide 
73:2009) 



 

Risk Identification 

Process of finding, recognizing and describing risks (ISO Guide 73:2009) 

Note – Risk identification involves the identification of risk sources, events, their 
causes and their potential consequences. Risk identification can involve historical data, 
theoretical analysis, informed and expert opinions, and stakeholder’s needs. 

Risk Analysis 
Process to comprehend the nature of risk and to determine the level of risk (ISO Guide 
73:2009) 

Risk Evaluation 

Process of comparing the results of risk analysis with risk criteria to determine whether 
the risk and/or its magnitude is acceptable or tolerable (ISO Guide 73:2009) 

Note – Risk evaluation may lead to a decision to do nothing further, consider risk 
treatment options, undertake further analysis, maintain existing controls or reconsider 
objectives. 

Risk Treatment 

Process to modify risk (ISO Guide 73:2009) 

Note - Risk treatment involves an iterative process of selecting, planning & 
implementing further options to address a risk, re-assessing effectiveness & making 
further decisions about the acceptability of the remaining risk. Treatments may include 
avoiding (e.g. by deciding not to start or continue with the activity that gives rise to the 
risk), reducing (e.g. by removing the risk source, changing the likelihood or the 
consequence), increasing (e.g. in order to pursue an opportunity), sharing (e.g. via 
insurance or contracts) or retaining the risk by informed decision. Some treatments, 
once implemented, may become controls.  

Control 

Measure that maintains and/or modifies risk (ISO 31000: 2018) 

Note – Controls include, but are not limited to, any process, policy, device, practice, or 
other conditions and/or actions which maintain and/or modify risk. Controls may not 
always exert the intended or assumed modifying effect. 

Monitoring 

Continual checking, supervising, critically observing or determining the status in order to 
identify change from the performance level required or expected (ISO Guide 73:2009) 

Note – Monitoring can be applied to the Risk Management Framework, Risk 
Management process, risk or control. 

Review 

Activity undertaken to determine the suitability, adequacy and effectiveness of the 
subject matter to achieve established objectives (ISO Guide 73:2009) 

Note – Review can be applied to the Risk Management Framework, Risk 
Management process, risk or control.  

Risk Category 

A grouping of risks 

Note – the University categories its risks based on the risk source to assist in risk 
identification and aggregation. 

Risk Reporting 
Form of communication intended to inform particular internal or external stakeholders 
by providing information regarding the current state of risk and its management (ISO 
Guide 73:2009) 

Risk Appetite 
Amount and type of risk that an organisation is willing to pursue or retain (ISO Guide 
73:2009) 

Risk Tolerance 

Organisation’s or stakeholder’s readiness to bear the risk after risk treatment in order 
to achieve its objectives (ISO Guide 73:2009) 

Note – Risk tolerance can be informed by legal or regulatory requirements. 

Risk Capacity 
The amount and type of risk an organisation is able to support in pursuit of its business 
objectives (COSO 2004) 

Risk Acknowledgement 

Informed decision to take a particular risk (aligned with ISO Guide 73:2009) 

Notes – Risk acknowledgement can occur without risk treatment or during the 
process of risk treatment. Such risks are subject to monitoring and review. 



 

Risk Avoidance 

Informed decision not to be involved in, or to withdraw from, an activity in order to not be 
exposed to a particular risk (ISO Guide 73:2009) 

Note – Risk avoidance can be based on the result of a risk evaluation and/or legal and 
regulatory obligations. 

Risk Sharing 

Form of Risk treatment involving the agreed distribution of risk with other parties (ISO 
Guide 73:2009) 

Note – Legal or regulatory requirements can limit, prohibit or mandate risk sharing. 
Risk sharing can be carried out through insurance or other forms of contract. The 
extent to which risk is distributed can depend on the reliability and clarity of the sharing 
arrangements. Risk transfer is a form of risk sharing. 

Risk Financing 
Form of risk treatment involving contingent arrangements for the provision of funds to 
meet or modify the financial consequences should they occur (ISO Guide 73:2009) 

Risk Retention 

Acceptance of the potential benefit of gain, or burden of loss, from a particular risk 

Note – Risk retention includes the acknowledgement / acceptance of residual risks. 
The level of risk retained can depend on risk criteria. 

Risk Criteria 

Terms of reference against which the significance of a risk is evaluated (ISO Guide 
73:2009) 

Note – Risk criteria are based on organisational objectives, and external and Internal 
context. Risk criteria can be derived from standards, laws, policies and other 
requirements. 

Risk Matrix 
Tool for ranking and displaying risks by defining ranges for consequence and 
likelihood (ISO Guide 73:2009) 

Risk Rating / level of Risk 
Magnitude of a risk or combination of risks, expressed in terms of the combination of 
consequences and their likelihood (ISO Guide 73:2009) 

Inherent Risk Rating 
The level of risk if no controls or other mitigating factors were in place (i.e. the gross 
risk before controls and actions) 

Residual Risk Rating 

The level of risk left over at a point in time, after consideration of the effect of controls 
and other factors outside of UNSW’s control 

Note – the University may apply risk ratings at different points in time. As a minimum, 
the ‘Current Residual Risk’ will be determined. Residual Risk can contain unidentified 
risk. 

Note – Current Residual Risk takes into account the effectiveness of controls and 
other factors outside of the organisation’s control (e.g. the external environment). 

Projected Residual Risk 
Rating 

The expected level of residual risk following implementation of risk treatment / 
additional actions   

Note – Projected (or predicted) Risk is not routinely assessed at the University 

Targeted Risk Rating 

The desired optimal level of risk 

Note – Targeted Risk is determined based on an organisation’s risk appetite and 
tolerance, with consideration of the balance of risk / reward and cost / benefit to 
minimise threats & maximise opportunities within available resources. Targeted Risk 
is not routinely assessed at the University. 

Risk Aggregation 
Combination of a number of risks into one risk to develop a more complete 
understanding of the overall risk (ISO Guide 73:2009) 

Risk Description 

Structured statement of risk, usually containing four elements: sources, events, 
causes and consequences (ISO Guide 73:2009) 

Note – the University requires at least the source trigger and event to be articulated. 
The range of causes and consequences may be articulated separately. 



 

Risk Owner 

A person or entity with accountability and authority to manage a risk (ISO Guide 
73:2009) 

Note – the risk owner is typically the person or entity that owns the related objective or 
activity 

Risk Perception 

Stakeholder’s view on a risk 

Note – Risk perception reflects the stakeholder’s needs, issues, knowledge, belief and 
values 

Risk Attitude 
Organisation’s approach to assess and eventually pursue, retain, take or turn away from 
risk (ISO Guide 73:2009) 

Risk Aversion Attitude to turn away from risk (ISO Guide 73:2009) 

Control Owner Person or entity with responsibility for maintaining a control 

Compliance  Conformance with stated requirements 

Compliance Risk 

Effect of uncertainty on compliance objectives (ISO 19600: 2014) 

Note – Compliance risk can be characterised by the likelihood of occurrence and the 
consequences of non-compliance with the organisation’s compliance obligations. 

Health and Safety Risk 
Combination of the likelihood of occurrence of a work-related hazardous event(s) or 
exposure(s) and the severity of injury and ill-health that can be caused by the event(s) 
or exposure(s) (ISO 45001: 2018) 

Project Risk 
A potential event, set of events or conditions that, if it materialises, may have a positive 
or negative effect on the project’s objectives (e.g. schedule, cost, scope, quality, 
benefits). Project Risks may also impact on future portfolio operations.  

Program Risk 
A potential event, set of events or conditions that, if it materialises, may have a positive 
or negative effect on the program’s objectives 

Portfolio Risk 
A potential Event, set of Events or conditions that, if it materialises, may have a positive 
or negative impact on the portfolio’s Objectives 

Stakeholder 

Person or organisation that can affect, be affected by, or perceive themselves to be 
affected by a decision or activity (ISO 31000: 2018) 

Note – ‘Stakeholder’ and ‘Interested Party’ are often used interchangeably. A decision-
maker can be a stakeholder. 

Communication & 
consultation 

Continual and iterative processes that an organisation conducts to provide, share or 
obtain information, and to engage in dialogue with stakeholders regarding the 
management of risk (ISO Guide 73:2009) 

Note – The information can relate to the existence, nature, form, likelihood, 
significance, evaluation, acceptability and treatment of the management of risk. 
Consultation is a two-way process of informed communication between an 
organisation and its stakeholders on an issue prior to making a decision or determining 
a direction on that issue. Consultation is a process which impacts on a decision 
through influence rather than power, and is an input to decision-making, not joint 
decision-making. 

Resilience 
Adaptive capacity of an organisation in a complex and changing environment (ISO 
Guide 73:2009) 

Risk Management audit 
Systematic, independent and documented process for obtaining evidence and 
evaluating it objectively in order to determine the extent to which the Risk Management 
Framework, or any selected part of it, is adequate and effective (ISO Guide 73:2009) 
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